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Activate Siri and make a phone call with a normal voice.




'._
IR WERER  TMERsems.

(D
OO
OO
cloe
l©)
€l
OO
OO

10 meters 20 meters 51



ZRERT




" S
1FHREMIEZE AR T A I

Okay,
calling.

Computer Smart devices

=0 IKEERTS/NEEZIRSFHDDoSKIT 53



'__
WHRIESIE—S T RS

Attacks Modulation Parameters Max Dist. (cm
Manuf. Model OS/Ver. SR System Recog.| Activ. || fc (kHz) & [Prime f.] £ | Depth | Recog. | Af:tiv.)

Apple iPhone 4s i0S 9.3.5 Siri v v 20-42 [27.9] > 9% 175 110
Apple iPhone 5s i0S 10.0.2 Siri v v 24.126.2 27 29.3 [24.1] 100% 7.5 10
. . Siri 22-28 33 |22.6 > 47% 30 25

Apple iPhone SE 10510.3.1 Chrome j N>/A 22-26 28 %22.6} >37% | 16 | N/A
Apple iPhone SE i0S 10.3.2 Siri v v 21-29 31 33 [224] > 43% 21 24
Apple iPhone 6s * i0S 10.2.1 Siri oL 26 [26] 100% 4 12
Apple | iPhone 6 Plus = i0S 10.3.1 Siri x I — [24] - - 2
Apple | iPhone 7 Plus+ || iOS 10.3.1 Siri T 21 24-29 [25.3] >50% | 18 12
Apple watch watchOS 3.1 Siri v v 20-37 [22.3] > 5% 111 164

Apple iPad mini 4 i0S 10.2.1 Siri v v 22-40 [28.8] >25% | 916 50.5

Apple MacBook macOS Sierral Siri v N/A  |J20-22 24-25 27-37 39 [22.8] | > 76% 31 N/A
LG Nexus 5X Android 7.1.1} | Google Now| v v 30.7 [30.7] 100% 6 11
Asus Nexus 7 Android 6.0.1] | Google Now v v 24-39 [24.1] > 5% 88 87

Samsung | Galaxy S6 edge |JAndroid 6.0.1 S Voice v v 20-38 [28.4] >17% | 36.1 56.2
Huawei Honor 7 Android 6.0 HiVoice v v 29-37 [29.5] > 17% 13 14
Lenovo | ThinkPad T440p || Windows 10 Cortana v v 23.4-29 [23.6] > 35% 58 8
Amazon Echo = 5589 Alexa v v 20-21 23-31 33-34 [24] >20% | 165 165

Audi Q3 N/A N/A v | NA 21-23 [22] 100% | 10 N/A

¥ Prime fe is the carrier wave frequency that exhibits highest baseband amplitude after demodulation. — No result

T Another iPhone SE with identical technical spec.

* Experimented with the front/top microphones on devices.
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